N e
A P

spects of Security and
" Authentication-State-of-the-Art

Prof.(Dr.) ]J. K. Mandal

Ex-Dean, Faculty of Engineering, Technology &
Management
Professor, Department of Computer Science &
Engineering
University of Kalyani
Kalyani, Nadia, West Bengal
E-mail: jkmandal@klyuniv.ac.in, jkm.cse@gmail.com
Web:http://jkmandal.com;Mobile:91 9434352214,
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—Communication Through
Network
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~ Plain text to CTpher text

Substitution Techniques
e Caesar Cipher

e Mono-alphabetic Cipher Encryption
e Homophonic Substitution Cipher Decryption
 Playfair Cipher............... ech n|q ue...

Transposition Techniques
 Rail Fence Technique
e Vernam Cipher( One Time Pad)
e Book Cipher/ Running key cipher..............
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Options for choosing Target Block from Triangle

Option Target Block Method of Formation
Serial No.
001 S0, S, S2, 93,54, ... S"2, S0, Taking all the MSBs starting from

the source block till the last block
generated

010

Sn-lO Sn-2O Sn-So Sn-40 Sn-50 . Slo SOO

Taking all the MSBs starting from
the last block generated till the
source block

011

0 1 2 3 4 -2 -1
S n-lS n-ZS n-3S n-4S n-5 ¢« S 1Sn 0

Taking all the LSBs starting from
the source block till the last block
generated

100

n-1 n-2 n-3 n-4 n-5 1 0
Sn1,8n2, S8, Sm4 s gl S0

Taking all the LSBs starting from
the last block generated till the
source block




Different Target Blocks generated using TE for S = 10010101
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Source Target Target
Block S Block Block T
Correspond
Ing to Serial
No.

001 10010101
10010101 010 10101001
011 10111101
100 10111101










/
g e —

Communication.......

@ Encrypt
ﬂ\\\ /\E Flow of data packets ‘ ‘ ’ ”
) Cipher text message S
Decrypt /

Sender Receiver

Sender need to
send the algorithm
agreement .

Eavesdropper / spy

10
Note:- The decryption algorithm must be the same as the encryption algorithm.
Otherwise decryption would not be able to retrieve the original message.
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Cryptography

/

In general , the algorithm used for encryption and
decryption process is usually known to everybody.
However, it is the key used for encryption and
decryption that makes the process of cryptography

secure.

Cryptography Techniques

//\

Symmetric key cryptography

Asymmetric key cryptography
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~ Communication......—
With the concept of key

@ Encrypt with key
<&’

\\\\\ / N Flow of data packets ‘ ‘ ’ ”
\ /) / ( Cipher text message with key ==
f\ /ﬁ\g\“ \j\\
Cp

= Decrypt with key

Receiver

Sender need to
send Key .
So I can trap
the key..........,...

Eavesdropper / spy

12

Note:- The sender and the receiver using same key ----------
Symmetric key cryptography
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Step 2: Give key and
ciphertext to receiver.
(Separately!)

A

Step 1: Select key
and encrypt.

=

encryption

\ 4

Step 3: Use key

to decrypt
ciphertext.

ciphertext decryption plaintext

Jkm.cse@gmail.com
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—— Communication.......—
With the concept of key

@ Encrypt with private key
Sl

- — =

= / /> Flow of data packets ”
\ \/\)\/ Cipher text message
a4 S = =
C—~_

(N

)
\A\\\
Decrypt with public w

Sender
Receiver
What u think!!!
, I cant tra}p \/ Diffie Hellman Key
(I have middle O O exchange

man concepf)

Eavesdropper / spy

Note:- The sender and the receiver using different key ---------- e

Asymmetric key cryptography
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~—— Communication.......— =

- With the concept of key

( )3 Encrypt with private key

\\\\\ / ¥ Flow of data packets ‘ ‘ } ”
\ /) Cipher text message
~VY

AR NV
Sender /Zji/: Decrypt with public w
Receiver
What u think!!!

The public key of sender Is public to all, So
any one can decrypt message

j ) e CAV o JUUT \JP T \JP]

Note:- The sender and the receiver using different key ----------
Asymmetric key cryptography
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- Communication.......

@ Encrypt with public key of receiver
% ,
S~ 3 Flow of data packets
\)\ Cipher text message
f\//\ : é’;?ﬁ
(BN —— . . = F
T = Decrypt with private key /
Sender '
Of receiver N

Here Also I have R

some roll...... [ can change the message
See,l .have The in the mid way and again
public key of encrypt. Receiver never

Receiver...... able to understand the

difference.
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Eavesdrop / spy
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Alice’s Public
Key Ring

; Bob’s
Mike
: Private Key

Bob

! l Bob’s Public Key l !
Plain Text Cipher Text Plain Text

:> Encgggon() :> I > Decryption() I:>

Transmit
Cipher Text
Encryption
Authentication
uthenticatt Bob’s Public
Key Ring
Alice’s :
%% M
Private Key Jos liee
Alice

l ! ! ! Alice’s Public Key
Plain Text Cipher Text Plain Text

I:> Encggzon() l:> I > Decryption() I:>

Transmit
Cipher Text




Favesdrop / spy

The Main intention of Eavesdrop 1Is to change
the information In mid of the way, but the
recelver cant able to understand that.

For this

The Concept of Digital Signature can be used.

Jkm.cse@gmail.com
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— Digital Signatures

A signature is a technique for non-
repudiation based on the public
key cryptography.

The creator of a message can

attach a code, the signature, which

guarantees the source and integrity
of the message.



Properties of Signatures

Similar to handwritten signatures,

digital signatures must fulfill the

following:

v"Must not be forgeable

v'Recipients must be able to verity them
vSigners must not be able to repudiate
them later

In addition, digital signatures cannot
be constant and must be a function of
the entire document it signs.



~Types of Sighatures

Direct digital signature — involves only the
communicating parties

v Assumed that receiver knows public key of
sender.
vSignature may be formed by (1) encrypting

entire message with sender’s private key or (2)
encrypting hash code of message with sender’s

private key.

vFurther encryption of entire message +
signature with receiver’s public key or shared
private key ensures confidentiality.



Types of Signatures

Problems with direct signatures:

v'Validity of scheme depends on the
security of the sender’s private key =
sender may later deny sending a
certain message.

v'Private key may actually be stolen
from X at time T, so timestamp may
not help.



v
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Arbitrated digital signature — involves a
trusted third party or arbiter

v'Every signed message from sender, X, to
receiver, Y, goes to an arbiter, A, first.

v'A subjects message + signature to number

of tests to check origin & content.

v'A dates the message and sends it to Y with
indication that it has been verified to its

satisfaction.



Basic Mechanism of Signature Schemes

A key generation algorithm to randomly
select a public key pair.

A signature algorithm that takes message +
private key as input and generates a
signature for the message as output

A signature verification algorithm that
takes signature + public key as input and
generates information bit according to
whether signature is consistent as output.



‘Digital Signature Standards

Kang et al.'s scheme.

Message recovery and without
one-way hash function



~ Kang et al.'s scheme

Signature generation phase
1. The signer computes s as

s=Y™ (mod p) (1)
2. The signer selects a random number k in

[1, p-1] and computes r as

r=s+m gk (2)
3. The signer computes t from the following
expression.
s+t =x" (k- r) mod (p-1) (3)

4. The signer sends the signature (1, s, t) of message
m to the receiver or verifier.

p is alarge prime no. g is a primitive element in Zp. The signer has private key x, where x <

(p-1) and gcd (X, p-1)=1. The public key of the signer is Y, where Y= g* mod p. message m €
Zp



~ Kang et al.'s scheme

Signature verification phase

1. Computes m " as
m = (r-s) Ys*t g" (mod p)
(4)
2. Checks the authenticity of the signature
by verifying (5).
s=Y™ (mod p) (5)



2. Message recovery and without one-way

- hash function
Setup

A trusted center chooses an integer n as the product
of two primes p and q such that, p=2fp°'+1 and
q=2fq "+1, where f, p° and q° are distinct primes. Then
it chooses an integer g of order f both modulo p and q,
i.e., gt (mod n)=1. Then it chooses an integer e which
is coprime with both (p-1) and (q-1) and computes d
such that ed=1 mod ¢(n).

Finally the trusted center sends d and f to the signer
securely and publishes g, n and e as its public data.

The signer chooses its private key xCZ; and Publishes
its public key Y, where Y=gX (mod n)



Message recovery and without one-

P

. way hash functlon

Signature generation phase
Computes s as
s =Y4 (mod n) (6)

Selects two random numbers k and u both in Z;and
computes r as

r=s+mgt-&(mod n) (7)
The signer computes t from the following expression
s+t=x*(k-r-u) mod (n-1) (8)

The signer then sends the triplet (r, s, t) to the receiver as
the signature of the message m.



Message recovery and without one-way
— bk & S

= hash function

Signature verification phase

Checks the authenticity of the
signature by computing the following
expression.

s¢=Y (mod n) (9)
[t recovers the message m"as

m’ =(r-s)Y*tg'mod (n -1)
(10)



~ Feature =
[t prevent following attacks :

v Attacks to recover private key
of signer.

v Attacks for parameter
reduction.
v'Forgery Attack.

It is Suitable for long messages.



——— Comparison

Features

Security
Message recovery
Message redundancy

Suitable for long
message

Kang’s scheme

Less
Supports
Supports

NO

Proposed scheme

More
Supports
Does not

Yes
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a_

1010111
0010100
11011101
00010101

1010111
0110100
11011101
D0o0D10101

Document
or

message

of arbitrary size

One-Way Function

Message Digest 000100
of fixed size {_Ilﬂ LT L_I

® A single bit change in a document should cause about 50% of
the bits in the digest to change their values !
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1010111
0010100
11011101
00010101

a

1010111
0010100
11011101
oooioiotl

Document
or

Message

Hash Function

Message Digest or \ 128 bits I \ 160 bits I
Hash or Fingerprint

® MD5 — Message Digest # 5, Ron Rivest, RSA
® SHA-1 — Secure Hash Algorithm, NIST / NSA




v

MD5/SHA-1
Hash
Function

—uw tw T

MD5/SHA-1
Hash
Function

128/160 bit Initialization Vector
Hash 128/160 bit Hash Value

—-uw tw T

D5 / SHA-1 One—Way Has
Document Pad | L
N x 512 bits
| |
Block 1 Block 2 Block N
512 bits 512 bits e 512 bits

unctions

MD5/SHA-1
sse — Hash
Function

Pad Padding

L

64 bit Document Length

—-w tw T



1010111 1010111 Recipient

go10100 go10100
11011101 11011101
goo10101 goo10101

Transmission
Channel

(zenuine
if equal




eyed One-Way Hash Function (RFC 2104)

‘llﬂﬁ {1:::36' —I-‘ Inner Key I‘ Document I

XOR | 512 bits
|

‘ Key ‘ Pad I 512 bits
MD5S / SHA-1 Hash Function
XOR

‘{JxSC..{JxSCI » | Outer Key I‘ I

| 512 bits
'

MD5 [/ SHA-1 Hash Function

Truncate

MAC
256 bis

¢ Key Length = Hash Length



~— Public Key Crypto

|
111|1n1111_F_I Author
0010100
11011101
' 00010101

| ﬂ;
1
‘ Hash Function I
Transmission

‘ Hash Value I Channel
Encryption with
Private Key

ms

1010411
0010100
11011101

' 00010101

I
1

Hash Value I

Hash Value I

Recipient

Genuine
if equal

Decryption with
Public Key

Signature I



Original Pay 100 $ Pay 100'000 $ Forged

Document to the bearer to the bearer Document
Random
AQ - 1545323 KX - MK Text

Hash Value
of m bits ‘DIDDIII ‘ﬂlﬂﬂlll

® On average 2™ trials are required to find a document having
the same hash value as a given one !



@

Forged
Document

Original
Document

Pay 100 %
to the bearer

Pay 100000 &
to the bearer

Random
Text

Random
Text

YY - YYYYYYY XX - XO0OGCKK

Hash Value
of m bits ‘ZZZZZZI ‘ZZZZZZI

* |ess than 272 trials are required to find two documents having the same
hash value = MD5 with 23% and SHA-1 with 282 trials are both insecure !



® Username / Password
Dictionary Attacks

- ® One-Time Passwords
Token: SecurelD, etc.

e Public Key Algorithms
Smartcards, Certificates,
Public Key Infrastructure

® Biometrical Methods
Fingerprint, Iris-Scan,
Voice, Face, Hand, efc.

-

‘ :
7

o v.!'?%
<

“On the Internet, nobody knows youre a dog.”

|




‘ ID I‘ Passwurdl — ]

Secret password
transmitted
over insecure
channel

Remote User

Hash Function

Hash
SErver ‘ ID I Hash
Password File

Hash Function I
¢ Salt helps against dictionary attacks.

UNIX uses 12 bits of salt, resulting in | .
4096 hashed password variants @ @

{ele




Insecure Channel Server

random value
(Nonce)

User
m w w Challenge

Keyed Hash
Key Function

o8 Je] T LILILI

® No secrets are openly I(eyed Hash

transmitted Key S
® The random values

R: and R, should
never be repeated ! ‘ MAC I ‘ MAC I




Insecure Channel

User
M M M Challenge ) "{EE‘SUE
Hash M ‘ R I I

nn wrth

Hash I Hash I
ID, I Response




Certificate

I Can Carol trust Alice ?

- >
Trust

Certificate

|
=
=
e




Trust Models II

Trust Hierarchy with Certification Authorities

Intermediate CA

\ Trust

A ]| cien

Y

Certificates




ASMTDFT IDFT

DFT

A window of Transformed Embedded Authenticated
Sourceimage Window window Window

Figure 1. Encoding scheme using ASMTDFT.

DFT ASMTDFT IDFT

Authenticated J_, Transformed Extracted
window window source Recovered

6 window window

w
Extractedsecret
message/image

Figure 1. Decoding scheme using ASMTDET.



(a). Hill. (b). Lotus. (c). ASMTDEFT. (d). S-tools.

Figure 3. Comparison of visual fidelity in embedding ‘Lotus” using ASMTDEFT and S-Tools.

(a). Rashmancha. (b). Lotus. (c). ASMTDFT. (d). S-tools.

Figure 4. Comparison of visual fidelity in embedding ‘Lotus’ using ASMTDEFT and S-Tools.



Technique Using Discrete Fourier Transformation.

Chanrel: Gray Channel: Gray

Mm.. Ll | M.t....i. Iy

B B
Mean: 86.27 Level 17 hean 3527 Lavel: 17
511 Dey: 4758 Count: 37 o 1 I = Count: 57
Median: 97 Percentile: 1166 [edian 9 Percentie: 1155
Piwals; B5R iCache Lavel: 1 Piak: 233 _ache Lavel: 1
(a). Lotus, (b). Extracted Lotus.

. Histogram for authenticating image ‘Lotus’, extracted image ‘Lotus’ nsing ASMTDEFT.



Favesdrop / spy

The Main intention of Eavesdrop 1Is to change
the information In mid of the way, but the
recelver cant able to understand that.

For this

The Concept of Digital Certificates can be used.

Jkm.cse@gmail.com
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Name, Organization,
Address

Document | Owner’s Public Key

Digital Signature Certificate Validity Dates

Digital Certificate -

X.509

Serial Number

Certifying Authority’s
Digital Signature

. 52
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| Public Key Infrastructure

The Public Key Infrastructure (PKI) is the road ahead
for almost all cryptography system.

The PKI 1s a set of
hardware, software, people,
policies, and procedures
needed to create, manage,
store, distribute, and revoke
digital certificates .

_ 5
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~Public Ke?InfTastruﬁu;e

In cryptography, a PKI Is an arrangement that binds
public keys with respective user identities by means of
a certificate authority (CA).

The PKI role that assures this binding is called the
Registration Authority (RA).

PKIX and PKCS are the two popular standards for
digital certificates.

_ 565
Jkm.cse@gmail.com



~Public Key Infrastruct cture
Prov1des

Privacy and Confidentiality
» Secure Transport
> File Encryption
» Secure e-malil

Authentication
» Network components & end users
Non-repudiation and Data Integrity
» Digital signature
» Trusted time stamp

56
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~What Organizations Wants?

Certificates that are accepted nationwide for government,

commercial, and financial transactions.

A trusted CA with strong internal controls over issuance,

distribution, and management.
Policies that are enforceable nationwide.
Liability protection

Reasonable pricing

Jkm.cse@gmail.com
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~Public Ke?[nffastrucﬁlre/

As we know, X.509 standard defines the digital certificate
structure, format and fields. It also specifies the procedure
for distributing the public key. In order to extend such
standards and make them universal, the Internet

Engineering Task Force (IETF) formed the Public Key
Infrastructure X.509(PKIX)

Jkm.cse@gmail.com 58
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s R G W Ips in establishing our identity. For
rtant ones being:

licenses. A passport or a driving license he e
proves beyond doubt a variety of aspects, the most imp

* My full name
* My nationality
* My date and place of birth

* My photograph and signature
Likewise, my digital certificate would also prove something very critical, as we sk |

-

5.2.2 The Concept of Digital Certificates
A digital certificate is simply a small computer file. For example, my digital certificate wo I

a computer file with the file name such as atul.cer (where .cer signifies the first
. (e R

word certificate. Of course, this is just an ex-
ample: in actual practice, the file extensions can be
different.) Just as my passport signifies the asso-
ciation between me and my other characteristics
such as full name, nationality, date and place of
birth, photograph and signature, my digital certifi-
we-simply signifies the association between my
pubhc key and me. This concept of digital certifi-
cates 1s shown in Fig. 5.1. Note that this is merely
a conceptual view and does not depict the actual
contents of a digital certificate.

‘We have not specified who is officiall | i
approving the association belweenauserandthz FFig.51

b = L e




-1 as the validity date range for the certificate and who

] Passport entry Cor;:ﬁ?ondﬁ |ing d| -

Full name Subject name

Passport number Serial number

Valid from
Valid to

l-FiG-S-S Snmlarztzesbefwa’nap"ssp‘mm‘
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the validity date range

wwwvv—"‘—' B N . Tt o
pas issued it (issuer name). Let us try to under-
s of : '
stand the meanﬂllng o t}?fhse pieces of information Passport ity :
by comparing them with the correspondmg entries o -
in my passport. This is shown in Fig. 5.3. Full name ~ Subjec
As the figure shows, the digital certificate is Passport number s’ Wi
uite similar to a passport. Jus SRRk
actuaﬂy X : 2 g wihvig Valid from - ;;-,__1 i
assport has a unique passport number, every . Same
digital certificate has a unique serial number. As Valid to Same
we know, no two passports issued by the same Issued by Issuer name
issuer (i.e. government) can have the same pass- Photograph and signature Pubﬁé y

ort number. Similarly, no two digital certificates
issued by the same issuer can have the same serial ¥ Fig.5.3  Similarities between a passt ,
number. Who can issue these digital certificates? digital certificate €O ;

We shall soon answer this question.
> *ﬁtﬁ

5.2.3 Certification Authority (CA)
A Certification Authority (CA) is a trusted agency that can issue digital certificates. Who can
CA? Obviously, not any Tom, Dick and Harry can be a CA. The authority of acting as a CAhhs

with someone who everybody trusts. Consequently, the governments in the various countrie
who can and who cannot be a CA. (It is another matter that not everybody trusts the gove e
first place!) Usually, a CA is a reputed organization, such as a post office, financial institu i

company, etc. Two of the world’s most famous CAs are VeriSign and Entrust. SafeS'
subs1d1ary of Satyam Infoway Limited, became the first Indian CA in February 2002, &
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‘atc also contains other pieces of information, such as the validity date range for the certificate and who
pas issued it (issuer name). Let us try to under-

| the meanings of these pieces of information Corresponding digital
stand L e - : Passport entry i fiontl sy
by comparing them wi e corresponding entries
iﬂ’ my passport. This is shown in Fig. 5.3. Full name Subject name l
As the figure shows, the digital certificate is Passport number Serial number \
» quite similar to a pass . Jus
actually quIte ; passport. Just as every Valid from Same \
assport has a unique passport number, every \
B E bR - : Valid to Same
digital certificate has a unique serial number. As
we know, no two passports issued by the same Issued by Issuer name
issuer (i.e. government) can have the same pass- Photograph and signature Public key l

. port number. Similarly, no two digital certificates FiSae
. issued by the same issuer can have the same serial b Fig.5.3 Similarities between a passport and a

number. Who can issue these digital certificates? digital certificate
We shall soon answer this question.

523 Certification Authority (CA)

- A Certification Authority (CA) is a trusted agency that can issue digital certificates. Who can be a

. CA? Obviously, not any Tom, Dick and Harry can be a CA. The authority of acting as a CA. has to'be

- with someone who everybody trusts. Consequently, the governments in the various countries d'emde
who can and who cannot be a CA. (It is another matter that not everybody trusts the go.ver.mnent in the
 first place!) Usually, a CA is a reputed organization, such as a post office, financial institution, §oftwme
company, etc. Two of the world’s most famous CAs are VeriSign and Entrust. Safescrypt Limited, a
- subsidiary of Satyam Infoway Limited, became the first Indian CA in February 20;02.. : |
- Thus, a CA has the authority to issue digital certificates to individuals and organizations, which want
1o use those certificates in asymmetric key cryptographic applications.
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ntinuity.
, fines the structure of a digital certificate. The

A standard called as X.509 de
ecommunication Union (ITU) came up with this standard in 1988. At that time, it wag , .
d twice (in 1993 andagamm g5

ther standard called as X.500. Since then, X. 509 was revise The Int E
ent version of the standard is Version 3, called as X. 509V3. The Internet “gme“*“ng'l&

F) published the REC2459 for the X.509 standard in 1999. Figure 5.4 shows the Structy
9V 3 digital certificate. :

Ve rsion AT B \
,\____S’Qnature Algonthm ldent:ﬁer




Ligital Certificates and Public Key Infrastructrue (PKI)

/
> Field .
Version identifies a particular version of the X 509 protocol, which is used for’

~Certificate Serial Number |  Contains a unique integer number, which is e

digital certificate. Currently, this field can contain 1,20r3.

" signature Algorithm Identifies the algorithm used by the CA to sign this certificate. (We shall :
|dentifier examine this later). v
|ssuer Name Identifies the Distinguished Name (DN) of the CA that created and signed |

this certificate. -

validity (Not Before/Not Contains two date-time values (Not Before and Not After), which y
After) the timeframe within which the certificate should be considered as v
These values generally specify the date and time up to seconds or g
milliseconds.

Subject Name Identifies the Distinguished Name (DN) of the end entity (i.e. the uﬁ - tf:'
organization) to whom this certificate refers. This field must containan '}
entry unless an alternative name is defined in Version 3 extensions. i
Subject Public Key Contains the subject’s public key and algorithms related to that kaya'm;; 1 ' )
Information field can never be blank. el

-Fig.5.5 (a) Description of the various fields in a X.509 digital certiﬁcate—VerM g

[T F W

Description Rl

T

Helps identify a CA uniquely if two or more CAs have' IS

Field

. EER
Name over time. | o

.
Ve

Subject Unique Identifi Helps identify a subject uniquely if two or more s t
f l.?jec QGe [dentinter same Subject Name over time.

‘Ij‘
.‘"!.‘- s }r. N B . T P T Y S My . L e T S o ﬁﬂldfﬂ l:ﬁ,q (]

Issuer Unique Identifier




[rigital ¢ prhificates wnd Puttic Koy Irrfﬂn!m»hw (VKL '
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'f*#ﬂwfvfm CAmtariiy, as Ba08 sy bewime, 1 7 o4
Cortificmte Sorisl Wummber | Comtaees o imveess ogen v, s s giverated by e CA
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piar) trity firrfbe ot Aikbaey dt et thes Coniihentes SRoriies ity LomSiiiiad a8 1A
Thavaes ot o e sty simeity b date sndl feees g ' sacirien of
rrivae Lot ity
» o

avtect Name | Identied the Distinguisned Mame (D) of e and sty (.6, e U00r &1 9N
o R RLBeT) s AT (i Covificate (6A6s. THS SN et SR B9
Bty tieas ati aftertatess tatnd i Sefnec o \argien y m.._m |

ubiecd Pubis Koy | Conmamns the sbeors pnihe kiy arvd ageriune feated 16 et key, THE

> ;

b Fig 55 () Description of the variows fields in a X.509 digital certificate = Version 1
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B e i Sttt s ol e 4

it ————————.

3 End user
: End user Czr:ﬁmcamn
(CA)
End user

F-Fig.5.6 Registration authority (RA)

Certificate Creation Steps The creation of a digital
certificate consists of several steps. These steps are

outlined in Fig. 5.7.
Let us now examine these steps, required for the

creation of a digital certificate.

Step 1: Key generation The action begins with the
subject (i.e. the user/organization) who wants to obtain
a certificate. There are two different approaches for this
purpose:
(a) The subject can create a private key and public key
pair using some software. This software is usually

a part of the Web browser or Web server
Altarnativelu ocnarial eanfiarare neaorames can be llSed
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L ——
 STEGANOGRAPHY

Steganography is the art and science of
writing hidden messages in such a way that no
one, apart from the sender and intended
recipient, suspects the existence of the message, a
form of security through obscurity (darkness).

SECRET COMMUNICATION
SECRET DATA TRANSFER
IMAGE AUTHENTICATION
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Brief history of how the art and science has evolved.

The word steganography
came from a 15th century
work called Steganographia
by a German abbot named
Trithemius. On the face of
it, the three books were
about magic, but they were
also contained an encrypted
treatise on cryptography -

so  Steganographia was
itself a case of
steganography.
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An ancient Greek named
Histaiaeus was fomenting
revolt against the king of
Persia and needed to pass
along a message secretly. He
shaved the head of a slave,
tattooed the message on his
scalp, then sent him on his
way when his hair grew back
in. Recipients of the message
shaved his head again to read
the alert. The Greeks used the
same trick shaving and
writing on the belly of a
rabbit.
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Sometime in the 5th century B.C., an exiled Greek named
Demaratus wrote a warning that the Persians planned to
attack Sparta. He wrote the message on the wooden backing
for a wax tablet, then hid it by filling in the wood frame with
wax so it looked like a tablet containing no writing at all. The
wife of the Spartan king divined that there was a message
behind the wax, so they scraped it off and got the warning in
time to set up a desperate defence at Thermopylae,
incidentally giving modern screenwriters the plot for the
movie The 300. Jkm.cse@gmail.com 74



Encoded messages have
been knitted into sweaters
and other garments. In this
example, the blue dotted
lines are Morse Code for,
"My girlfriennd knit this."
Yes, the sweater has a typo
- an extra n in girlfriend -
according to the woman
who knitted it.
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During World War I,
microdots - miniaturized
photos that can be hidden
in plain sight, then read
using magnifiers - were
used by spies to carry
data out of enemy
countries. @ Here  the
microdot circled in red
piggybacks on a watch
face. Blown up, it reveals
a message written In
German.
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SIXTH EX LE

When the USA Pueblo was
captured by North Korea in
1968, the crew was forced
to pose for propaganda
photos to demonstrate they
were being well treated.
Their finger gestures are a
form of steganography that
sends a message Americans
could decrypt right away,
the North Koreans, not so

quickly.
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Digital photo steganography original image, it generally
uses  code fields  for gpes unnoticed by the naked
unimportant bits as places t0 eye, In these pictures, the
hide encoded messages or image of the cat has been

images. ~~ While  such embedded in the image of the
manipulation might slightly pranches against the sky.
alter the quality of the
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STEG ANOGRAPHY

P

“*TRADITIONAL
STEGANOGRAPHY.

“*MODERN
STEGANOGRAPHY.
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STEGANOGRAPHIC PROTOCOLS

% Pure Steganography
% Secret Key Steganography

% Public Key Steganography
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PLICATIONS STEGANOGRAPHY

1. Usage in modern printers
Steganography is used by some modern printers,
including HP and Xerox brand color laser printers. Tiny
yellow dots are added to each page. The dots are barely
visible and contain encoded printer serial numbers, as
well as date and time stamps.

2. Usage in Legal document
Steganography can be used for digital watermarking,
where a message (being simply an identifier) is hidden in
an image so that its source can be tracked or verified,
copyright protection, Bank draft, cheque and many other.

3. Steganography in audio can be used with mobile phone.
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Rumors about terrorists using
steganography started first in the

daily newspaper USA Today on
February 5, 2001 in two articles
titled "Terrorist instructions hidden
online" and "Terror groups hide
behind Web encryption". In July of
the same year, the information
looked even more precise: "Militants
wire Web with links to jihad".

Jkm.cse@gmail.com
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We are Indian. We are We are Indian. We are
proud for our country. We proud for our country. We
always like to look ahead always like to look ahead
with positive attitude and L Tran with pegiive attitude and

giving maximum effort to giving maximum effort to
growth our country. We are growth our country. We are
so much strong in science so much stealg Im science
and Technology. / and Technology.

Tabin  Gloshal, Tabin  Ghlosfal,
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We are Indian. We are
Co pare proud for our country. We
always like to look ahead
with negative attitude and
Generate giving minimum effort to
MD 5 growth our country. We are

so much weak in science
nd Technology.

Tabm  GlosRall
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 IMAGE AUTHENTICATION
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Lena Image Lena Image

SENDER SIDE OPERATION
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Embedded Lena Image Extracted Image

RECEIVER SIDE OPERATION
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2d message Transmission

ble data transmission
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Authenticating Image Earth




IMAGE STE NOGRAPHY
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Source Image Peppers

Embedded Image Peppers

Authenticating Image
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TECHNICAL ASPECTS

SPATIAL DOMAIN LSB STEGONAGRAPHY



*LSB (Least Significant Bit)

149 13 201
150 15 202
159 16 203
10010101 00001101 11001001
10010110 00001111 11001010
10011111 00010000 11001011
HIDE --- 365
101101101

MTech CSE PART Il 1st Semester Email:-

madhumita.sngpt@gmail.com
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 HIDE--365
101101101

10010101 00001104) 11
10010110) 00001114) 1-

001001
001010)

|

| -

10011111 00010000

Changed data

10011111 00010000

MTech CSE PART Il 1st Semester
madhumita.sngpt@gmail.com

10010101 00001100) 17
10010110 00001110) 1-
11001011

11001011

| -

1001001
001014)

|

|

|

Email:-
94



Thus, we have successfully hidden 9 bits

in 9 bytes but at a cost of only changing
4bit, or roughly 50%, of the LSBs.

MTech CSE PART Il 1st Semester Email:-
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FREQUENCY DOMAIN
STEGONAGRAPHY

. DISCRETE FOURIER TRANSFORMED
* DISCRETE COSINE TRANSFORMED

* DISCRETE WAVELET TRANSFORMED
« Z-TRANSFORMED




MIXED DOMAIN STEGONAGRAPHY

. SPATIAL DOMAIN
* FREQUENCY DOMAIN

BOTH DOMAINS ARE USED IN THIS STEGONAGRAPIC PROCESS
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SPECIFICATIONS

- Embedding is done in frequency
components

- Source image 512 x 512

- Authenticating image 128 x 128

- Embedding done on Real
components






whereu=0toM -1 and v =0 to N-1.

where x=0to M -1 and y =0 to N-1.



s el

F(u, v) = 72> Y f(x, y)[cos2[T(ux /2 +vy/
2)—isin2ll(ux/2+vy/2)]=>>f(x, V)
[coslT (ux + vy) — I sin[T(ux + vy)]

where X, y are spatial variables and u, v
are frequency variables



Formulation and Motivation of ==

- DFTMCIAWC
2 X 2 mask values are {a, b, c, d} from

the source image. The DFT values are
F(@) =% (a+b+c+d)=W (say), F(b)
=X (a—-b+c-d) =X (say), F(c) =1
(@+b—-c—-d)=Y (say), and F(d) = %~
(a—b-c+d)=Z (say) for four a, b, c,
and d spatial values and W, X, Y and Z
are frequency values respectively.



Formulation and Motivation of
~ DFTMCIAWC

Spatial Domain to Frequency Domain (DFT)
F@=%(a+b+c+d)=W
F(b)=%(@a-b+c—-d)=X
Flc)=%2(@a+b-c—-d)=Y
Fd)=%(@-b-c+d)=2Z

DFET to Spatial Domain (IDFT)
FIW)=% (W+ X+Y +2)
FIX) =% (W-X+Y =-2)
FLY)=% (W + X =Y =2)
F1{(2)=% (W-X-Y + 2)




Problems and Solutions of DFTMCIAWC

A. The converted value may by negative(-
ve ).

B. The converted value in spatial domain
may be a fractional number.

C. The converted value may be greater
the maximum value (i.e. 255).

Solutions: Re-adjustment is done on 1St
frequency component where embedding
IS not done.



message/image

Size of authenticating

Authenticating message/image

Message Digest MD

Transformed Techniques

Embedded Image for Transmission

Wireless

Domain

Received Embedded Image

| Extraction using Transformed Technique

Content of authenti
message/image

Source image at
destination

/\Yes
NoO

Unauthorized



Authenticated Image Leni

Authenticating Image Earth




Results & Visu

Embedded Image using DFTI\/ICIAWC

I Interpretation using

Authenticating Image
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Example (Insertion rule N'%'S)

=
/
Character | ASCII Code 15 |36 |19 |45
S 01010011
A 01000001 17120 > |78
C 01000011 11 |10 |16 |80
H 01001000 1 6 |18 |o1
I 01001000
N 01001110 0 34 |15 |54
Secrete Data 30 (15 |12 |70
Source Image
44.0 |-12.0
15 36 70 90 Real Part
17 20 DFT
1St maSk Of source 0.0 -0.0 |maginary Part
image matrix -0.0 [-0.0



Embedded
real part

Imaginary
0.0 |-0.0 Part 00 |-0.0




Computational Aspect

* Source Colour Image Dimension is m x n bytes

° Authenticating Colour Image size is p ¥ g bytes

®* Source image of sizem x n is able to embed
2*((m % n)*3/4) bits of authenticating Data

Where 8 *(p x q)*3 Bits < = 3 *mxn bytes

* Total computation for square Authenticating
image is 24 * (p *p) = O(p?)



WAVELET TRANSFORMI




" WAVELET'TRANSFORM

Wavelet Function w (t)
(i.e. Mother wavelet)

Scaling Function o ()
(i.e. Father wavelet)

The first DWT was invented by Hungarian
mathematician Alfred Haar in the year of 1909

MTech CSE PART II 1st Semester Email:-
madhumita.sngpt@gmail.com 112



 HAARWAVELETS

/

() = p(2t) + (2t — 1)
w(t) = @(2t) — @2t — 1)

A A &) 1
t — B4 i)l
— — _,1 . —rfo o

Time

Ift1< Ift2<
21 —— 1 21— 3
Ift3< Ift4<

21— 5 21— 7
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o(t)= 9+2=11
Ww(t) = @(2t) = (2t = 1)
w(t)=9-2=7
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